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1. Klient certifikat opsaetning til produktion af SLS webservice

| forbindelse med overgang fra test til produktion, skal der bestilles et nyt certifikat. Dette certifi-
kat skal bestilles hos Nets-NemID og er et NemID virksomhedscertifikat. Vejledning til opsaetning
af dette certifikat gives af Nets-NemID ved bestilling.

Denne vejledning deekker tilknytningen af NemID virksomhedscertifikat til SLS-bruger, samt ek-
sport af certifikatet.

Produktion-klient-certifikatet skal f@rst installeres/importeres i en web-browser og herunder til-
deles et nyt password. Derefter skal det tilknyttes til SLS-brugerkoden vha. en bestemt URL, og
endelig skal det sa eksporteres ud fra browseren, sa det kan anvendes af klientapplikationen.

Det eksporterede certifikat skal placeres i filsystemet, hvor klientapplikationen henter det. F.eks.
som keyStore til en Java-applikation.

Nedenstdende eksempler stammer fra en engelsksproget Windows XP/Windows 7, med Micro-
soft Internet Explorer v.6.0. For andre versioner/sprog kan der vaere afvigelser i det praecise lay-
out.
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2. Tilknytning af produktion-klient-certifikat til SLS-bruger

Forudsaetning inden gennemfgrelse af nedenstaende:

Du skal have vaeret logget ind pa SLS-portalen pa https://sls.sloen.dk/sls med din brugerkode og
have skiftet adgangskode.

Abn internet-browser pa URL:https://sls-service.sloen.dk:874/cscwbcer

Browseren vil nu spgrge dig hvilket certifikat, der skal anvendes.

Choose a digital certificate

Identification

The Web site wou wank to view requests
! identification, Please choose a certificate,

-

Marme Issuer
CICS server CA

[ Mare Info. .. ] [Eiew Certificate...]

[ (8] 4 H Cancel ]
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Security Alert

changed by otherz, Howewver, there iz a problem with the site's

ri‘l |nformation you exchange with thiz zite cannot be viewed or
i ged by o
; zecuity certificate.

a The zecurty certificate is from a trusted certifying authority.

o The securty certificate date iz walid.

The name on the zecurty certificate iz invalid or does nat
match the name of the gite

Do you want ta proceed?

[ Yes | [ Ma ] [Hiew Certificate

Connect to dkescd11.csc.dk

bg

IS application DZMCPIZ

Lser narne: | £ sroscai w |

Password: sessssenl

[ ]Remember my password

[ (04 l [ Cancel

Tryk pa 'OK’ knappen.
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Client certificate information

CICS Owner
Lpplid: DCRICPRIZ Common Matmne (CI): Peter Eruze
TCP/TP Country.
Tsend: SRECECAT

TCPIPService: SLSSOAPC
Ip-address: 147.29.11.10 Issuer
Portrumber: ar2
Webservices Common MName (CH): CICS server CA

‘ ‘ Country: DE
fSTNDWERC

(OesFravaerHaendelseOpret

{CesFravaerHaendelse At
iCesFravaerHaendelzeZlet

Y ehmaster

@Copyright 2006 CSC Danmark A/

Dit produktion-certifikat er nu tilknyttet din systembrugerkode.

Du kan komme ud for, at der ikke star noget under Owner. Det er ok — det at du far praesenteret
Client Certificate Information siden er bekraeftelse nok.
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3. Eksporter certifikat

Produktion-klient-certifikat skal eksporteres fra Internet browseren, fgr det kan anvendes sam-
men med klient-applikationen.

Abn Internet browser, g til Tools > Internet Options > Content > Certificates...

Marker certifikatet og tryk pa 'Export..." knappen.

Certificate Export Wizard

Welcome to the Certificate Export

Wizard

This wizard helps wou copy certificates, certificate krust
lists and certificate revocation lists from a certificate
skare ko yaur disk,

& certificate, which is issued by a certification authority, is
a confirmation of wour identity and contains information
used to prokect daka ar to establish secure netwark
connections. & certificate store is the swstem area where
certificates are kept,

To conkinue, click Mesxk,

{ [ Cancel

Bilag 7 - Klient-certifikat-opsaetning-sis-webservice-produktion-v41.docx Side 7 af 11



Klient Certifikat Opsaetning SLS webservice - Produktion

e 1

Certificate Export Wizard

Expork Private Key
¥ou can choose to export the private key with the certificate,

Private kews are password protected, IF wou wank ko export the private key with the
certificate, wou musk bype a password on a later page.

Do wou want to export the private kew with the certificate?

(¥)¥es, export the private key!

(") Mo, do nok expaort the private key

< Back ” hext = l [ Zancel

o T

Certificate Export Wizard

Export File Format
Certificates can be exparted in a wariety of File Formats,

Select the Format wou wank to use:

{®) Personal Information Exchange - PKCS #12 ( PFX)

[vlInclude all certificates in the certfication path i possible:

Enable strong protection (requires IE 5.0, NT 4.0 P4 or above)

[ | Delete the private key if the export is successful

< Back ” Mext = l [ Zancel
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Seet 'hak’ i’Include all certificates in the certification path if possible’, tryk pa 'Next >" knappen.

i 'l

Certificate Export Wizard

Password
To maintain security, wou must prokeck the private key by using a password.

Type and confirm a passwaord,

Password;
|*******

Confirm passwaord;
|*******

< Back ” Mext = l [ Zancel
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Certificate Export Wizard

File to Export
Specify the name of the file you wank to export

File name:

i5 - Webservices bl inddata til Ferie-fravasr|\Development)ifslsa, pf

< Back ][ hext = ] [ Zancel

Angiv en placering og et filnavn (giv f.eks. filen navnet sls-bruger.pfx), tryk pa '"Next >’ knappen.

Certificate Export Wizard

Completing the Certificate Export

Wizard

Y¥au have successfully completed the Certificate Expart
wizard.

You have specified the Following settings:

File Marne hETe
Export kKeys Yes
Include all certificates in the certification path  Yes
File Format Person
< >

< Back ][ Finish ] [ Zancel
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L |

Exporting your private exchange key

An application is requesting accesz to a Protected item.

CryptodP| Private Key ssssses

[ ]1Remember password

k. H Cancel H Detailg...

4. Fornyelse af certifikat ved udlob

Fornyelse af certifikat ved udlgb

Inden certifikatet udlgber, skal der bestilles et nyt.

Felgende skal veere pa plads inden det nye certifikat kan installeres/importeres:
e Kontroller at adgangskoden til SLS-brugerkoden er aktiv:

o Hvis adgangskoden er udlgbet, kan en ny engangskode bestilles i SLS Portalen via
'Skift adgangskode’

o Huvis adgangskode er glemt, kan en ny engangskode bestilles i SLS Portalen via
'Glemt adgangskode’. Husk at skifte engangskoden i SLS Portalen via ’Skift ad-
gangskode’

Det nye certifikat installeres/importeres jf. afsnit 2 - Tilknytning af produktion-klient-certifikat til
SLS-bruger
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